












































































































 

 

 

 

 

 

 

 
 

YEAR IV SEMESTER VII L T P C 

COURSE CODE / 

COURSE TITLE 

191CS721 / CRYPTOGRAPHY AND NETWORK 

SECURITY 

 

3 

 

0 

 

0 

 

3 

COURSE OUTCOMES 

 
On completion of the course, students will be able to 

CO1 Interpret the fundamentals of networks security, security architecture, threats and vulnerabilities. 

CO2 Analyze the different cryptographic operations of symmetric cryptographic algorithms. 

CO3 Identify the commonly used cryptographic operations of public key cryptography. 

CO4 Demonstrate the various Authentication schemes to simulate different applications. 

CO5 Articulate various Security practices and System security standards. 
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YEAR IV SEMESTER VII L T P C 

COURSE CODE / 

COURSE TITLE 

 

191CS72A / SECURITY LABORATORY 

 

0 

 

0 

 

2 

 

1 

 

 

COURSE OUTCOMES 

On completion of the course, students will be able to 

CO1 Identify the use of programming languages to implement Symmetric cryptograph 

CO2 Build cryptosystems by applying symmetric and public key encryption algorithms. 

CO3 Construct code for authentication algorithms. 

CO4 Develop a signature scheme using Digital signature standard. 

CO5 Demonstrate the network security system using open source tools. 
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YEAR IV SEMESTER VII L T P C 



 

 

 

 

 CO-PO & PSO Mapping 

CO PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 PSO1 PSO2 PSO3 

CO1 3 2 2 1 - - - - - - - 1 2 - - 

CO2 3 2 2 1 - - - - - - - 1 2 - - 

CO3 3 2 2 2 1 - - - - - - 1 2 - - 

CO4 3 2 2 1 - - - - - - - 1 2 - - 

CO5 3 2 2 1 1 - - - - - - 1 2 - - 

CO 3 2 2 1 1 - - - - - - 1 2 - - 

 

 

 

 

 

 

 

 

 
 
 

COURSE CODE / 

COURSE TITLE 

 

191CS722 / CLOUD COMPUTING 

 

3 

 

0 

 

0 

 

3 

COURSE OUTCOMES 

 
On completion of the course, students will be able to 

CO1 Discuss the architectural concepts, key technologies, strengths and limitations of cloud computing. 

CO2 
Apply the concept of virtualization in cloud technology 

CO3 
Analyze the ability to understand and use the architecture of compute and storage cloud, service and 

delivery models. 

CO4 Construct appropriate resource management and Security mechanism to build a cloud environment 

CO5 Develop operation and economic models of various trending cloud platforms 



 

 

 

 

 
 

 

YEAR IV SEMESTER VII L T P C 

COURSE CODE / 

COURSE TITLE 
191CS72B / CLOUD COMPUTING LABORATORY 0 0 2 1 

COURSE OUTCOMES 
 

On completion of the course, students will be able to 

CO1 Install various virtualization tools such as Virtual Box, VMware workstation. 

CO2 Use Cloud SIM to run a various scheduler 

CO3 Design a web application in a IaaS environment. 

CO4 Develop a generic cloud environment which can be used as a private cloud 
  

CO5 Implement version control systems with various command repositories 
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MAPPING LOW/MEDIU

M/HIGH 

JUSTIFICATION 

CO1 – PO1 MEDIUM Installation of Virtualbox/VMware Workstation with different 

flavours of Linux or Windows OS on top of windows 7 or 8 

discussed  as per the program outcome engineering 

knowledge 

CO1 – PO2 LOW The concept of virtualization in cloud computing is discussed 

and it is slightly mapped with problem analysis outcome. 

CO1 – PO3 LOW Understand  about  the architecture of compute and storage 

cloud, service and delivery models. It is moderately mapped 

with designing aspects of program outcome. 

 

CO1 - PO4 LOW   Study about the basic architecture of cloud is marginally 

mapped with complex engineering solutions.  

CO1 – PO5 LOW   The implementation of Create hello world app and other 

simple web applications using python/java requires  to use 

modern tools which is available in the market. 

CO1-PSO1 MEDIUM Understand about the GAE launcher to launch the web 

applications as per the program specific outcome. 

CO1-PSO2 MEDIUM Design and development  of various schedulers with the use 

of cloud sim is practiced moderately 

 

CO1-PSO3 

MEDIUM Understand  about  the architecture of compute and storage 

cloud, service and delivery models. It is moderately mapped 

with designing aspects of program specific outcome 

outcome. 

 
CO2 – PO1 MEDIUM The concept of virtualization in cloud  requires to understand 

the basics of cloud architecture and related mathematical 

implementation. 

CO2 – PO2 LOW Marginally  mapped as students can  Simulate a cloud 

scenario using CloudSim 

CO2 – PO3 LOW Design and development aspect of  various schedulers in 

cloud has been discussed and implemented. 

CO2 – PO4 LOW The complex problem involved in designing aspects of cloud 

architecture is investigated and tested. 

CO2 – PO5 LOW The implementation of  cloud sim requires to use the 

modern tools which is available in the market. 

CO2 – PO12 

 

LOW Marginally  mapped as students understand  the 

implementation of cloud sim and this may useful for their life 

long knowledge updation.CloudSim. 



CO2 – PSO2 

 

MEDIUM Understand  The concept of cloud sim  requires to understand 

and formulation of problem. 

CO3 – PO1 MEDIUM   Analyse the basic architecture of web development and it 

requires strong knowledge in fundaments and mathematical 

concepts.. 

CO3 – PO2 LOW   Problem analysis skill is required to design a web 

development for real time applications. 

CO3 – PO3 LOW Design and development the basic architecture of web 

development and it requires strong knowledge in fundaments 

and mathematical concepts . 
CO3 – PO4 LOW The complex problem involved in designing aspects of web 

development is investigated and tested. 

CO3 – PO5 LOW 

The implementation of web development requires  modern 

tools requires to use the modern tools which is available in 

the market. 
CO3 – PO6 LOW Designing and development the basic architecture of  web 

development and it requires to analyse the complex problem 

involved in it. 
CO3 – PO9 LOW Ability to function as an individual to design and develop  

web application in a IaaS environment. 

  
CO3 – PO12 LOW students can be able to understand  the  concept of web 

development as a lifelong learning Process for future 

implementation on cloud computing. 
CO3 – PSO1 MEDIUM Analyse the basic architecture of web development and it 

requires strong knowledge in fundaments and mathematical 

concepts. 
CO3 – PSO3 MEDIUM Design and development the basic architecture of web 

development and it requires strong knowledge in fundaments 

and mathematical concepts . 
CO4– PO1 

 

HIGH 

   Analyse the basic generic architecture of cloud and it 

requires strong knowledge in fundaments and mathematical 

concepts.. 
CO4– PO2 

 

MEDIUM Problem analysis skill is required to design a generic cloud 

environment for real time applications. 

CO4– PO3 MEDIUM Design and development the basic architecture of generic 

cloud environment  and it requires strong knowledge in 

fundaments and mathematical concepts 



        
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

CO4– PO4 LOW The complex problem involved in designing aspects of 

generic cloud environment  is investigated and tested. 

CO4– PO5 LOW The implementation of generic cloud environment requires  

modern tools requires to use the modern tools which is 

available in the market. 
CO4– PO6 LOW development of the basic architecture public cloud, private cloud, hybrid 

cloud and it requires to analyse the complex problem involved in it. 

CO4– PSO1 MEDIUM Analyse the basic architecture of web development and it requires strong 

knowledge in fundaments and mathematical concepts. 

CO4– PSO2 MEDIUM Problem analysis skill is required to design a generic cloud environment 

for real time applications. 

CO4– PSO3 MEDIUM Design and development the basic architecture of generic cloud 

environment  and it requires strong knowledge in fundaments and 

mathematical concepts 

CO5 – PO1 MEDIUM   Analyse the  Implement version control systems with various command 
repositories.. 

CO5 – PO2 LOW Problem analysis skill is required  Implement version control systems 
with various command repositories 

CO5 – PO3 

 

LOW Design and  Implement version control systems with various command 
repositories and it requires strong knowledge in fundaments and 

mathematical concepts . 
CO5 – PO4 LOW 

The complex problem involved in designing aspects  control systems with 

various command repositories is investigated and tested. 

CO5 – PO5 LOW The implementation of  control systems with various command 
repositories requires  modern tools requires to use the modern tools 
which is available in the market. 

CO5– PO6 LOW Designing and development the  control systems with various command 
repositories and it requires to analyse the complex problem involved in it. 

CO5 – PO7 LOW Students can Install a C compiler in the virtual machine created using 
virtual box and execute Simple Programs. 

CO5 – PSO1 MEDIUM   Analyse the  Implement version control systems with various command 
repositories.. 

CO5 – PSO2  

MEDIUM 
Problem analysis skill is required  Implement version control systems 
with various command repositories 

CO5 – PSO3 LOW Design and  Implement version control systems with various command 
repositories and it requires strong knowledge in fundaments and 

mathematical concepts . 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 


